&.) sysdig

AWSF7 Ao kIS
Fargate Scanning%
FrO49 3




AXDORNZAEIX. Deploying Fargate Scanning in your AWS
account(https://sysdiglabs.github.io/ecs-image-scanning/install.html) ZJTIZBAEIZER - BER L=
ABREL>THEYET,

X CHIC 3
CloudFormation7 >~ 7 L— F DE#& 3
AExv o84 TOBRE 4
BMOE T ER—S v arniEM 6
LEa— 7

\

) sysdig 2

4



[FCHIC

ZDHA FTIL. SysdigSecure®Fargate ScanningtégE#AWS7 hH oV T TAA 5 A% %EHBAL
F9, IhldCloudFormationT > FL—bEFERAL T/ r—JkEhTWS128, CO¥EEET T
AT 5IZEHhT4EIDS ) v Y TEHET,

CloudFormationT >~ 7 L— FOEE
SO EERLTTIOAT B ENTEES,

ECSaAVTFINAR—UENDIDERLTRATEY T4V —UIZTTACTEHESITLTLIZELY,
MDTARASEY T4V —VICTTALENTVBECSY FREMBARY FEZETHILEATEE
B,

aW% Services v  Resource Groups v *
~—

CloudFormation Stacks Create stack

Step 1 Create stack

Specify template

Step 2 Prerequisite - Prepare template
Specify stack details
Prepare template
Step 3 Every stack is based on a template. A template is a JSON or YAML file that contains configuration information about the AWS resources you want ta include in the stack
Configure stack options
B ; = © Template is ready Use a sample template Create template in Designer
Step 4
Specify template

Atemplate is a JSON or YAML file that describes your stack's resources and properties

Template source
Selecting a template generates an Amazon §3 URL where it will be stored

© Amazon 53 URL Upload a template file

Amazon 53 URL
https://cf-templates-secure-scanning-ecs.s3.amazonaws.com/ecs-image-scanning.template

Amazon 53 template URL

S3 URL: https://cf-templates-secure-scanning-ecs.s3.amazonaws.com/ecs-image-scanning.template
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https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/create/template?stackName=ECSImageScanning&templateURL=https://cf-templates-secure-scanning-ecs.s3.amazonaws.com/ecs-image-scanning.template
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CloudFormation

Step 1
Specify template

Step 2
Specify stack details

Step 3

Configure stack options

Step 4

Resource Groups ~v %

Specify stack details

Stack name

Stack name

ECSImageScanning

Stack name can include letters (A-Z and a-z), numbers (0-9), and dashes (-).

Parameters

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ScanningType
Choose how the scan will be performed. If you choose Inline it will use AWS infrastructure and won't need outside access, this option makes scan faster. If you choose Backend it
will be done on Sysdig's infrastructure.

Inline v

SysdigSecureAPIToken
Enter your Sysdig Secure APl Token

KXX
SysdigSecureEndpoint
Enter your Sysdig Secure Endpoint

https://secure.sysdig.com
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® userprofile

AWS Accounts

yata Retention

Feeds Status

Subscription

Agent Installation

nt Forwarding

Authentication

Admin Privileges

Hide Agent Install ®

Sysdig Secure API

T API that can be accessed from custom scripts or programes. Access requires the API security token below. Tokens are team-specific; to retrieve your

d will immediately become invalid and you will need to make ap te changes to your programs or scripts

COPY

RESET TOKEN

Sysdig Secure AP Token

Password management
Current password
New password

New passward (again)

DISCARD CHANGE PASSWORD

Sysdig Labs
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CloudFormation Stacks

Step 1
Specify template

Step 2
Specify stack details

Step 3
Configure stack options

Step 4

Revie

Resource Gi

ps v
Create stack

Configure stack options

Tags

You can specify tags (key-value pairs) to apply to resources in your stack. You can add up to 50 unique tags for each stack. Learn more E

Permissions

Choose an 1AM role to explicitly define how CloudFormation can create, modify, or delete resources in the stack. If you don't choose a rale, CloudFormation uses permissions
based on your user credentials. Learn more

IAM role - optional
Choose the |AM role for CloudFormation to use for all operations performed on the stac!

IAM role name ¥ v

Advanced options

You can set additional options for your stack, like notification options and a stack policy. Learn more [4

» Stack policy

Defines the resources that you want to protect from unintentional updates during a stack update.

» Rollback configuration

Specify alarms for CloudFormation to monitor when creating and updating the stack. If the operation breaches an alarm threshold, CloudFormation rolls it back. Learn
more [

» Notification options

» Stack creation options
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No permissions

There is no 1AM role associated with this stack

Stack policy

No stack policy

There is no stack policy defined

Rollback configuration

Monitoring time

CloudWatch alarm ARN

Notification options

No notification options

There are no notification options defined

Stack creation options
Rollback on failure

Enabled

Timeout

Termination protection
Disabled

P Quick-create link

Capabilities

@ The following resource(s) require capabilities: [AWS::1AM::Role]

This template contains Identity and Access Management (IAM) resources. Check that you want to create each of these resources and that they have
the minimum required permissions. In addition, they have custom names. Check that the custom names are unique within your AWS
account. Learn more

I acknowledge that AWS CloudFormation might create IAM resources with custom names.
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